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① Mo&va&on	  



IEEE	  802.11	  Wireless	  Networks	  

ª  Shared	  wireless	  medium	  →	  inevitable	  collisions	  
ª  Request-‐to-‐Send/Clear-‐to-‐Send	  (RTS-‐CTS)	  protocol	  	  

preserves	  fairness	  

	  

ª  Nodes	  expected	  to	  follow	  Binary	  Exponen&al	  Back-‐off	  (BEB)	  
algorithm	  in	  case	  of	  collision	  



IEEE	  802.11	  Wireless	  Networks	  

backoff	  counter	  k	  will	  decrease	  one	  if	  channel	  is	  idle	  
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ª  Manipula&ng	  the	  Back-‐off	  Timer	  in	  the	  MAC	  layer	  for	  IEEE	  802.11	  can	  be	  
done	  by	  a	  malicious	  user	  to	  achieve	  the	  following:	  

1.  A	  legi&mate	  user	  that	  wants	  to	  illegally	  increase	  his	  own	  throughput	  on	  
the	  expense	  of	  other	  honest	  nodes.	  (Greedy	  User)	  
²  Example:	  a	  WiFi	  user	  in	  a	  café.	  

2.  An	  a1acker	  (malicious	  user)	  that	  wants	  to	  disrupt	  the	  whole	  network	  and	  
prevent	  legi&mate	  users	  from	  u&lizing	  the	  available	  resources	  
(Bandwidth)	  and	  drain	  their	  internal	  resources	  (Power,	  CPU	  usage,	  etc.)	  	  
–	  DoS	  a1ack	  

ª  In	  this	  case	  the	  a1acker	  will	  disrupt	  the	  network’s	  performance	  and	  will	  go	  
undetected.	  Intelligent	  a1ackers	  will	  follow	  the	  MAC	  protocol	  
(RTS	  -‐	  CTS	  -‐	  ACK)	  and	  will	  appear	  to	  be	  legi&mate	  node	  
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3.  An	  untrusted	  vendor	  might	  manufacture	  NIC	  cards	  viola&ng	  the	  MAC	  

protocol	  to	  create	  an	  improved	  performance	  of	  their	  products	  	  

4.  Most	  of	  the	  security	  researches	  focus	  on	  networks	  that	  have	  centralized	  
coordina&on	  (i.e.,	  Access	  Point	  scheme	  ),	  but	  few	  take	  the	  challenge	  to	  
inves&gate	  security	  issues	  in	  distributed	  environment.	  



② A1ack	  Impact	  



A1ack	  Impact	  

Traffic	  Sent	  (packets/second)	  by	  a	  node	  when	  following	  
the	  standards	  (blue)	  vs.	  when	  moun&ng	  the	  a1ack	  (red)	  



A1ack	  Impact	  (cont.)	  

Traffic	  Sent	  (bits/second)	  by	  an	  honest	  node	  under	  normal	  	  
condi&ons	  (blue)	  vs.	  when	  an	  a1acker	  is	  present	  (red)	  

	  



A1ack	  Impact	  (cont.)	  

Packet	  transmission	  delay	  (seconds)	  under	  normal	  
condi&ons	  (blue)	  vs.	  when	  an	  a1acker	  is	  present	  (red)	  



③ Our	  Solu&on	  



Goals	  

1.  To	  Detect	  the	  A1acker	  node	  under	  satura&on	  condi&on:	  
²  Applying	  Markov	  Chain	  to	  analyze	  the	  behavior	  of	  the	  MAC	  Layer	  	  and	  

obtain	  theore&cal	  results	  
²  U&lize	  the	  theore&cal	  results	  as	  a	  baseline	  for	  detec&on	  	  threshold	  

2.  To	  Mi&gate	  the	  impact	  of	  the	  a1ack:	  
²  The	  Network	  has	  to	  recover	  with	  minimal	  impact	  
²  The	  a1acker	  should	  con&nue	  to	  have	  the	  impression	  that	  the	  a1ack	  is	  

s&ll	  carried	  on.	  
²  Using	  mul&ple	  Asymmetric	  Broadcast	  	  Encryp&on	  techniques	  to	  

exchange	  control	  informa&on	  to	  exclude	  the	  a1acker.	  

3.  Compare	  the	  Mi&ga&on	  results	  techniques	  (Series	  (Chain	  Method)	  	  Vs	  
Broadcast	  Encryp&on	  techniques)	  



Detec&on	  Phase	  (Using	  Markov	  Chain	  Analysis)	  
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Mi&ga&on	  Phase	  (Using	  Broadcast	  Encryp&on)	  

N4	  
N1	  

N2	  

N5	  
N6	  

N3	  

N4	  
N1	  

N2	  

N5	  
N6	  

N3	  

Chain	  Method	   Broadcast	  Method	  

ª  Broadcast	  Encryp&on	  allows	  faster	  recovery	  amer	  a1ack	  



④ Simula&on	  Results	  



Theore&cal	  Results	  Vs.	  Simula&on	  

ª  Three	  IEEE	  802.11	  technologies	  were	  studied	  
ª  IEEE	  802.11a	  –	  IEEE	  802.11b	  
ª  DSSS	  –	  OFDM	  



DSSS	  

Theore&cal	  Throughput	  
Simula&on	  Throughput	  



OFDM	  

Theore&cal	  Throughput	  
Simula&on	  Throughput	  



OPNET	  Simula&on	  

ª  Models	  in	  the	  OPNET	  Simulator	  was	  developed	  to	  validate	  the	  
algorithms:	  
² A1acker	  Model	  was	  created.	  
² Markov	  Chain	  func&on	  was	  embedded	  into	  the	  MAC	  layer	  
in	  a	  Mobile	  worksta&on	  (IEEE	  802.11)	  via	  Matlab	  link.	  

² Mobile	  worksta&on	  (IEEE	  802.11)	  was	  modified	  to	  perform	  
the	  detec&on.	  

² Mobile	  worksta&on	  (IEEE	  802.11)	  was	  modified	  to	  perform	  
the	  channel	  hopping	  via	  controlling	  the	  PHY	  layer.	  



Simula&on	  Results	  

Traffic	  Sent	  (packets/second)	  using	  DSSS	  for	  5	  nodes	  in	  chain	  
method	  (red	  line)	  vs.	  broadcast	  method	  (blue	  line).	  



Simula&on	  Results	  

Traffic	  Sent	  (packets/second)	  using	  DSSS	  for	  10	  nodes	  in	  chain	  
method	  (red	  line)	  vs.	  broadcast	  method	  (blue	  line).	  



Simula&on	  Results	  

Traffic	  Sent	  (packets/second)	  using	  DSSS	  for	  20	  nodes	  in	  chain	  
method	  (red	  line)	  vs.	  broadcast	  method	  (blue	  line).	  



Simula&on	  Results	  

Traffic	  Sent	  (packets/second)	  using	  DSSS	  for	  50	  nodes	  in	  chain	  
method	  (red	  line)	  vs.	  broadcast	  method	  (blue	  line).	  



Simula&on	  Results	  

Traffic	  Sent	  (packets/second)	  using	  OFDM	  for	  5	  nodes	  in	  chain	  
method	  (red	  line)	  vs.	  broadcast	  method	  (blue	  line).	  



Simula&on	  Results	  

Traffic	  Sent	  (packets/second)	  using	  OFDM	  for	  10	  nodes	  in	  chain	  
method	  (red	  line)	  vs.	  broadcast	  method	  (blue	  line).	  



⑤ Summary	  and	  Future	  Work	  



Summary	  

ª  The	  Broadcast	  Encryp&on	  technique	  outperformed	  the	  Series	  
(Chain	  Method)	  technique.	  

ª  We	  have	  presented	  a	  Detec&on	  and	  Mi&ga&on	  technique	  to	  
detect	  A1acker	  nodes	  in	  a	  distributed	  wireless	  network.	  	  

ª  The	  key	  contribu&on	  is	  using	  Markov	  Chain	  model	  to	  predict	  
the	  behavior	  of	  the	  network	  under	  satura&on	  and	  using	  
Broadcast	  Encryp&on	  to	  implement	  the	  mi&ga&on	  technique.	  

ª  The	  Algorithm	  is	  fully	  distributed	  and	  scalable.	  



Future	  Work	  

ª  Explore	  Game	  Theore&c	  approaches	  to	  be1er	  model	  the	  
network	  under	  a1acks	  and	  develop	  more	  resilient	  
architectures	  to	  reduce	  the	  impact	  on	  the	  network	  



Thank	  You!	  


